KaelAl

2026 DeFi Exploit Wave

Behavioral Wallet Analysis — Full Scoring Spectrum

Zero missed threats.

Shield accurately distinguishes exploit infrastructure from legitimate wallets. 3 confirmed
exploiters returned BLOCK. 2 clean wallets returned MONITOR. Zero false positives.
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Wallets Analyzed BLOCK Returned MONITOR Returned False Positives

WALLETS ANALYZED IN THIS REPORT

Avg Threat Confidence

#1

#2

#3

#4

#5

INCIDENT
Drift Protocol Exploit
Kelp DAO Exploit

Token of Power Exploit

Binance Hot Wallet

Active DeFi User Wallet

AMOUNT

$285,000,000

$292,000,000

$1,585,000

N/A — Baseline
Reference

N/A — Baseline
Reference

SCORE

25

16

56

58

OUTCOME

BLOCK

BLOCK

BLOCK

MONITOR

MONITOR

Methodology: Five wallets scored via KaelAi Shield APl on June 10, 2026 using live ETH mainnet data. Shield mode reweights five
behavioral dimensions — Transaction Legitimacy (30%), Behavioral Consistency (25%), Counterparty Quality (20%), Wallet Age & History

(15%), Volume Stability (10%). Registry match overrides behavioral score and forces BLOCK at 0.99 confidence.

Scored via KaelAi Shield API - June 15, 2026 - kaelai.io/shield




WALLET 1 OF 5 - SHIELD ANALYSIS KaelAi Shield™ - Behavioral Intelligence

Drift Protocol Exploit

Amount Lost: $285,000,000 - April 1, 2026

WALLET ADDRESS
0xD3FEEd5DA83D8e8c449d6CBI6f f 1eb06EDLcF6CY

! 5 RECOMMENDED ACTION

BLOCK

WALLET TRUST SCORE REGISTRY MATCH — confirmed attacker wallet from Drift Protocol Exploit ($285M). Block

immediately.
Grade: CCC
THREAT CLASSIFICATION CONFIDENCE TXS ANALYZED CHAIN
CONFIRMED EXPLOIT .
99% 46 ETH Mainnet

WALLET

DIMENSION SCORES SHIELD FLAGS TRIGGERED

! RECEIVE ONLY PATTERN

Behavioral Consistency [ 4/20
Transaction Legitimacy o 6/20 | ZERO KNOWN PROTOCOL RATIO
Wallet Age & History an 5/20
REGISTRY STATUS
Counterparty Quality e 2/20
+ THREAT REGISTRY MATCH
Volume Stability G 11/20

BEHAVIORAL ANALYSIS — KEY FINDINGS

Newly created account (44 days old) with exclusively inbound transactions from 27 unknown addresses and zero legitimate
DeFi protocol interactions across 23 contract engagements. Extreme value_spike_ratio (2.7B) indicates severe volume
manipulation. Highly irregular timing (23.76 hr avg / 80.3 hr std dev) combined with complete absence of outbound
transactions and interactions exclusively with unverified contracts is consistent with sybil coordination or value accumulation
for wash trading. No signs of authentic DeFi participation — wallet appears designed to receive funds from coordinated

sources.

KaelAi Shield™ — Confidential. For authorized use only. kaelai.io/shield - Page 2



WALLET 2 OF 5 - SHIELD ANALYSIS

KaelAi Shield™ - Behavioral Intelligence

Kelp DAO Exploit

Amount Lost: $292,000,000 - April 18, 2026

WALLET ADDRESS

0x4966260619701a80637cdbdac6abce0131f 8575e

16

RECOMMENDED ACTION

BLOCK

/100
WAL TRYSIr Selelki= REGISTRY MATCH — confirmed attacker wallet from Kelp DAO Exploit ($292M). Block immediately.
Grade: CCC
THREAT CLASSIFICATION CONFIDENCE TXS ANALYZED CHAIN
CONFIRMED EXPLOIT .
99% 9 ETH Mainnet

WALLET
DIMENSION SCORES SHIELD FLAGS TRIGGERED
Behavioral Consistency [ 3/20 1 ASRONNNOMN ARSI SO SRS
Transaction Legitimacy e 2/20 ! TORNADO CASH FUNDED
Wallet Age & Hist

Hisngs by - e | COUNTERPARTY CONCENTRATION
Counterparty Quality a 4/20

REGISTRY STATUS

Volume Stability a 5/20

BEHAVIORAL ANALYSIS — KEY FINDINGS

single controlled address cluster.

KaelAi Shield™ — Confidential. For authorized use only.

+ THREAT REGISTRY MATCH

FUNDING SOURCE

~ Tornado Cash

Created 16 days prior with only 9 transactions and highly erratic burst timing (49 hr avg / 107 hr std dev). Exclusively
interacts with unknown contracts — 0% known protocol ratio. Includes 2 failed transactions within minimal transaction set.
Tornado Cash funding confirmed via matched counterparty address. Classic staging account signature: freshly created,
testing interactions before coordinated exploit execution. Counterparty concentration at 100% indicates interaction with

kaelai.io/shield - Page 3



WALLET 3 OF 5 - SHIELD ANALYSIS

KaelAi Shield™ -

Behavioral Intelligence

Token of Power Exploit

Amount Lost: $1,585,000 - June 9, 2026

WALLET ADDRESS

0xf f 8eF7bC455a57€5893232203052Ce0232b39Fa2

RECOMMENDED ACTION

BLOCK

WALLET

DIMENSION SCORES
Behavioral Consistency [ ]

Transaction Legitimacy e

Wallet Age & History
Counterparty Quality [ ]
Volume Stability [ ]

BEHAVIORAL ANALYSIS — KEY FINDINGS

KaelAi Shield™ — Confidential. For authorized use only.

2/20

2/20

0/20

2/20

2/20

SHIELD FLAGS TRIGGERED

! RECEIVE ONLY PATTERN

! TORNADO CASH FUNDED

REGISTRY STATUS

+ THREAT REGISTRY MATCH

/100
WALLET TRUST SCORE Critical threat signal: tornado_cash_funded. Shield score 8/100 below BLOCK threshold. Block all
interactions.
Grade: CCC
THREAT CLASSIFICATION CONFIDENCE TXS ANALYZED CHAIN
MIXER-FUNDED THREAT .
90% 50 ETH Mainnet

Added to registry post-scoring. Behavioral analysis alone triggered

BLOCK before registry addition — confirming predictive detection

capability.

FUNDING SOURCE

~ Tornado Cash

kaelai.io/shield

All 50 transactions compressed into a 4-hour window with only 3 unique counterparties and zero incoming transfers — pure
unidirectional outflow characteristic of value extraction. Wallet created June 9, 2026 (2 days old at scoring). Rapid-fire burst
(avg 0.08 hr interval), 98% unknown contract interactions. Tornado Cash funding confirmed via matched address
0x12D66f87A04A9E220743712cE6d9bB1B5616B8Fc (TC 0.1 ETH pool, OFAC Sanctioned). No registry match required —
behavioral score alone (8/100) triggers BLOCK threshold. Active exploit infrastructure.

- Page 4



WALLET 4 OF 5 - SHIELD ANALYSIS

KaelAi Shield™ - Behavioral Intelligence

Binance Hot Wallet

Binance Hot Wallet - Scored June 10, 2026

WALLET ADDRESS

0x47ac0Fb4F2D84898e4D9E7b4DaB3C24507a6D503

56

RECOMMENDED ACTION

MONITOR

DIMENSION SCORES

Behavioral Consistency

Transaction Legitimacy

Wallet Age & History

Counterparty Quality

Volume Stability

BEHAVIORAL ANALYSIS — KEY FINDINGS

KaelAi Shield™ — Confidential. For authorized use only.

12/20

14/20

14/20

8/20

4/20

/100
WALLET TRUST SCORE Shield score 56/100 — moderate trust. counterparty_concentration. Monitor wallet activity. Safe for
limited interaction with standard caution.
Grade: BB+
THREAT CLASSIFICATION CONFIDENCE TXS ANALYZED CHAIN
CLEAN 65% 50 ETH Mainnet

SHIELD FLAGS TRIGGERED

! COUNTERPARTY CONCENTRATION

REGISTRY STATUS

O No registry match

Wallet demonstrates ~11 months of activity with 50 transactions and no failed transactions. No registry match, no mixer
contact, no suspicious origin. Interactions include known tokens (DAI, USDT, USDC, MKR) at 17% known protocol ratio,
with 25 unknown contracts representing the bulk of activity — consistent with large institutional routing infrastructure.
Extreme volume outlier (single 100,000 ETH transaction) and highly irregular timing (160 hr avg / 287 hr std dev) reflects
exchange operational patterns rather than organic DeFi participation. Counterparty concentration flag raised due to routing
structure. Classification: clean wallet, MONITOR appropriate for high-volume infrastructure.

kaelai.io/shield - Page 5




WALLET 5 OF 5 - SHIELD ANALYSIS

KaelAi Shield™ - Behavioral Intelligence

Active DeFi User Wallet
Active DeFi User Wallet - Scored June 10, 2026

WALLET ADDRESS
Oxaf ab46e2ea59f 9a55317ad2244c89001a3654200

58

/100

WALLET TRUST SCORE

RECOMMENDED ACTION

MONITOR

Shield score 58/100 — moderate trust. Monitor wallet activity. Safe for limited interaction with

standard caution.

Grade: BB+

THREAT CLASSIFICATION CONFIDENCE

CLEAN 62%

DIMENSION SCORES

Behavioral Consistency [ 12/20
Transaction Legitimacy G 14/20
Wallet Age & History [ ] 10/20
Counterparty Quality [ ] 11/20
Volume Stability [ 7120

BEHAVIORAL ANALYSIS — KEY FINDINGS

KaelAi Shield™ — Confidential. For authorized use only.

TXS ANALYZED CHAIN

8 ETH Mainnet

SHIELD FLAGS TRIGGERED

00 No shield flags triggered

REGISTRY STATUS

O No registry match

kaelai.io/shield

Wallet shows legitimate interactions with established tokens (USDT, LINK) and a 67% known protocol ratio — consistent
with genuine DeFi participation. No registry match, no mixer contact, no shield flags triggered. History limited to 55 days with
8 transactions across 5 counterparties, which constrains confidence: sparse cadence and concentrated interaction patterns
prevent reliable high-confidence assessment. Value spike ratio (4.65x) reflects variable position sizing rather than
manipulation. Clean behavioral fingerprint — MONITOR reflects limited on-chain history rather than any threat signal. As
history accumulates this wallet is expected to graduate toward higher trust tiers.

- Page 6




CROSS-WALLET ANALYSIS

What the Distribution Means: Shield Across the Full
Scoring Spectrum

This report deliberately scores five wallets spanning confirmed exploit infrastructure, institutional exchange routing, and
ordinary DeFi user activity. The result: 3 BLOCK and 2 MONITOR — with no false positives and no missed threats. This
distribution is the most important proof point in the entire report.

BLOCK

3 of 5 wallets

Drift Protocol, Kelp DAO, Token of
Power. Confirmed exploit wallets or
mixer-funded threat addresses.
Registry matches and behavioral
signals aligned. All three would have
been denied protocol interaction at the

MONITOR

2 of 5 wallets

Binance hot wallet, Active DeFi user.
Clean behavioral fingerprints with
limited history or exchange routing
patterns. No mixer contact, no registry
match, no exploit signals. MONITOR is
the appropriate response: watch, log,

0

False Positives

Shield returned BLOCK for zero
legitimate wallets. The Binance hot
wallet and the active DeFi user — both
real, active addresses — received
MONITOR, not BLOCK. The system
calibrates to behavioral reality.

point of first contact. permit with caution.

CONSISTENT BEHAVIORAL PATTERNS IN THE BLOCK WALLETS

Zero Known Protocol Ratio — ALL 3 exploit wallets

01 Every exploit wallet scored 0% on verified DeFi protocol interactions. Despite executing transactions against dozens of
contracts, not one engaged with Uniswap, Aave, Curve, or any other named protocol. Contrast with the active DeFi user
wallet at 67% known protocol ratio — the behavioral gap is unambiguous.

Burst or Compressed Activity Windows — 2 of 3 exploit wallets

02 The Token of Power wallet completed 50 transactions in 4 hours. The Kelp DAO wallet showed burst timing with 107-hour
standard deviation. Neither pattern appears in the MONITOR wallets, which show extended, irregular-but-organic
engagement histories.

Tornado Cash / Mixer Funding — 2 of 3 exploit wallets

03 Both the Kelp DAO and Token of Power wallets traced funding to Tornado Cash. Neither MONITOR wallet had any mixer
contact. The tornado_cash_funded flag is treated as a critical escalation signal — it upgrades any result toward BLOCK
regardless of the underlying score.

Unidirectional Transaction Flow — 2 of 3 exploit wallets

04 Drift Protocol and Token of Power wallets showed receive-only or near-zero outbound transaction patterns. The MONITOR
wallets show standard bidirectional flows consistent with swap, liquidity, and transfer activity.

KaelAi Shield™ — Confidential. For authorized use only. kaelai.io/shield - Page 7



SHIELD IS NOT A BLUNT INSTRUMENT

The two MONITOR results are deliberate proof of precision. A system that returns BLOCK for every wallet is useless — it
would block legitimate users and generate compliance noise that erodes trust in automated risk tooling. The Binance hot
wallet (Ox47ac...d503) handles institutional-scale volume. It raised a single flag (counterparty_concentration) due to its
routing structure — consistent with exchange infrastructure, not malicious intent. Score: 56/100, MONITOR. Appropriate: log
it, permit with caution, do not block. The active DeFi user wallet (Oxafab...4200) has a clean behavioral profile — 67%
known protocol ratio, legitimate token interactions, no mixer contact, zero flags. Limited history (55 days, 8 transactions)
constrains confidence to 62%, placing it at MONITOR rather than higher tiers. Score: 58/100, MONITOR. As on-chain
history grows, this wallet is expected to graduate toward ALLOW. This is the system working correctly. BLOCK means
threat. MONITOR means watch. The distinction is the product.

The Conclusion: Three exploiters blocked. Two legitimate wallets permitted with appropriate monitoring.
Zero false positives. This is behavioral scoring calibrated to the reality of on-chain activity — not a blunt
blocklist.

KaelAi Shield™ — Confidential. For authorized use only. kaelai.io/shield - Page 8



Kae|A| Sh | el d 1L Behavioral DeFi Security Intelligence FHODUCT GHERR - MEULISST o PIEE

Real-time wallet threat scoring API for DeFi protocols, institutional traders, and security teams. Shield scores the behavioral
fingerprint — identifying threats before they appear on any registry.

Behavioral Scoring Engine Five-Tier Action System

5-dimension model: Transaction Legitimacy (30%), Behavioral ALLOW / MONITOR / REVIEW / FLAG / BLOCK — calibrated to
Consistency (25%), Counterparty Quality (20%), Wallet Age & History behavioral reality. Registry override: threat match — BLOCK at 0.99
(15%), Volume Stability (10%). confidence.

Live Exploit Registry Mixer & Privacy Tool Detection

Continuously updated database of confirmed exploit wallets, Real-time Tornado Cash and multi-hop mixer detection.
mixer-funded staging accounts, cross-chain attacker addresses, and tornado_cash_funded is a critical escalation flag regardless of base
compromised deployers. score.

REST API — Single Call Compliance-Ready Audit Trail

POST /score + mode=shield. Under 2 seconds: score, grade, action, Every query permanently logged to PostgreSQL with full payload. Built
flags, threat classification, reasoning. No node required. for AML/KYC, DeFi security, and institutional risk.

REQUEST A LIVE DEMO

See KaelAi Shield score your wallets in real time. Integration in under 30 minutes via REST API.
hello@kaelai.io - kaelai.io/shield

DeFi Protocols Institutional Desks Security Teams
Block attacker wallets before they interact with Screen counterparty wallets for compliance and Live behavioral scoring and immutable audit
your contracts. AML risk. trail for incident response.

WHY BEHAVIORAL SCORING BEATS BLOCKLISTS
Traditional threat lists are reactive — they record an address after funds are gone. KaelAi Shield is predictive: it scores behavioral fingerprint
before the first malicious transaction. Every wallet in this report was identifiable from behavior alone. Two MONITOR results prove the system
isn’t a blunt instrument — it distinguishes threats from legitimate activity with precision.
THIS REPORT AT A GLANCE

3/5 2/5 0 0.88 5/5

BLOCK MONITOR False + Avg Conf. Registry
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